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S6; /5034 /UBND-KSTT Khénh Hoa, ngay 30 thdng J2-nidm 2024
V/v ting cudng cdng tic bao dam an
toan thong tin mang huéng tdi dip Tet
Duong lich 2025, Tét Nguyén dan At Ty
va Leé ky niém 95 nam thanh lap

Pang Cong san Viét Nam
KHAN| Kinh giri: S& Thong tin va Truyén thong

UBND tinh nhan duoc Cong vin sé 5644/BTTTT-CATTT ngay 29/12/2024
ctia B& Thong tin va Truyén thdng vé viéc ting cudng cong tac bio dam an toan
théng tin mang huéng t6i dip Tét Duong lich 2025, Tét Nguyén dén At Ty va Lé
ky niém 95 nim thanh 1ap Pang Cong san Viét Nam. V& van dé nay, UBND tinh
¢6 ¥ kién chi dao nhu sau:

S& Thong tin va Truyén théng ch tri, phéi hop véi cac co quan lién quan
c¢in ctr chirc nang, nhiém vu dugc giao td chirc trién khai thyc hién theo yéu cau
ctia Bo Thong tin va Truyén thong tai Cong vin s6 5644/BTTTT-CATTT néu trén;
bdo cao UBND tinh két qua thuc hién.

(Pinh kém Céng vin s6 5644/BTTTT-CATTT ngay 29/12/2024 ciia Bj
Théng tin va Truyén thong)./.

Noi nhgn (VBDI): TL.CHU TICH

- Nhur trén; CHANH VAN PHONG
- Cac s0, ban, nganh (p/h); AR

- UBND céc huyén, thi x4, thanh phé (p/h);
- Lanh dao VPUBND tinh;

- Lwu: VT, LH, PT, TNT.

Nguyén Thanh Ha



BO THONG TIN VA TRUYEN THONG CONGHOA XA HQI CHUNGHIA VIETNAM
Dic lap - Tu do - Hanh phic

S0:5644 /BTTTT-CATTT Ha Ngi, ngay 29 thang 72 nam 2024
V/v Tang cuong cong tac bao dam an
toan thong tin mang huéng téi dip Tét
Duong lich 2025, Tét Nguyén dan At
Ty va L& ky niém 95 nam thanh 1ap
DPang Cong sén Viét Nam

Kinh gtri:
- Céac B9, co quan ngang B9, co quan thudc Chinh phu;
- UBND cac tinh, thanh phé truc thudc Trung vong;
- Cac Co quan bao chi Trung vong;
- Cac Téap doan kinh té, Téng Cong ty nha nudc;
- Céc Tap doan, Tong Cong ty, Cong ty cung cap dich vu
Internet, vién thong;
- Cac T6 chtre tai chinh, Ngan hang thuong mai.

Thoi gian t6i s& din ra nhiéu sy kién 16n cta dat nuée nhu tét Duong lich
2025, Tét Nguyén dan At Ty va dic biét huéng t6i L& ky niém 95 nim Ngiy
thanh 1ap Pang Cong san Viét Nam (03/02/1930 - 03/02/2025). Pang va Nha
nude dang khan truong, gip rat thue hién nhiéu chu treong 16n dé dua dét nuéce
manh mé tién vao Ky nguyén méi - Ky nguyén vuon minh cta dan toc. Pay
chinh 13 thoi diém cac thé luc thu dich lgi dung nham tin cong cac hé théng
thong tin, hé thdng thong tin quan trong va dua ra luin diéu xuyén tac, chong
pha chinh sach ctia Pang va Nha nude trén khong gian mang. Trudce nguy co do,
B6 Théng tin va Truyén thong d& nghi cic co quan, to chirc, doanh nghiép trién

khai mét s6 bién phap nhu sau:
1. Tang cudng trién khai hoat dong bao dam an toan thdng tin mang:

a) Tap trung cong tac giam sat an toan thong tin mang, ra soat, xu ly ma
doc, bao dam an toan thong tin mang 24/7; Phin cdng nhan sy theo doi thuong
xuyén, lién tuc dé ddm bao phat hién sém cic nguy co tan cong mang (dic biét
la tAn cong mi hoa dir lidu, thay déi giao dién) dé kip thoi xir 1y, khdc phuc
nhanh sy ¢b tin cong mang.

b) Chii dong thuc hién kiém tra, dénh gi4, phat hién va khéc phuc 16 hong
bao mat; Sin ling mdi nguy hai va boc g& phan mém ddc hai cho toan bd may
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chii, may tram trong hé théng thong tin; R4 soat, cip nhét ddy du cac ban va 15
héng bao mat cho hé théng théng tin, thuc hién theo di, xir Iy céc van ban canh
bao an toan thong tin mang hang tudn, hang thang do B Thong tin va Truyén
thong (Cuc An toan thong tin) céng bd'.

¢) Td chire cac hoat dong tuyén truyén, ning cao nhén thirc k¥ ning co ban
vé an toan thong tin mang; Nhén biét, canh gidc trudc thong tin x4u doc, tin gia,
théng tin xuyén tac, chdng pha, chinh sach cia Pang va Nhi nudc; Phong,
chéng lira dao trén khong gian mang cho toan thé can bd, cong chirc, vién chiic,
nguot lao ddng cia co quan va ngudi dan trén dia ban.

2. Cac doanh nghiép cung cap dich vu vién thong, internet; Cac td chirc,
doanh nghiép cung cip nén tang chuyén déi s

a) Ting cuong nguodn luc bao dam ha tang vién thong, internet an toan,
thong sudt va ting cudmg truc giam sat, hd tro, khic phuc su ¢o.

b) Trién khai céc bién phap k¥ thuit & mirc cao nhat nham phat hién, chin
loc, ngin chin hoat dong tdn cong mang, phat tin thong tin xdu doc, thong tin
vi pham phap ludt trén hé thong thong tin, ha ting mang ludi thudc pham vi
quan 1y.

¢) Tang cudng theo ddi, cip nhit, xr Iy cac phan anh, khiéu nai ctia ngudi
dung v& tin nhiin rac, cudc goi rac, dic biét 1a tin nhén lira ddo, cude goi ltra dao
qua hé thong tiép nhan phan anh tin nhin rac, cudc goi ric do Bo Thong tin va
Truyén théng (Cuc An toan théng tin) chia sé; Xir Iy quyét liét, triét dé cac
truong hop phat tan tin nhin rac, tin nhan lira dao, cudc goi rac, cude goi lira dao
ma nguoi dung phan anh.

d) Thyc hién nghiém va kip thoi cac bién phap xur 1y theo yéu cau cta Bo
Théng tin va Truyén thong va co quan chirc ning ¢ thim quyén.

3. Truong hop cin hd trg gidm sat, xir 1y, ing ctru sy ¢ d& nghi lién hé véi
B9 Thong tin va Truyén théng (Cuc An toan thong tin) qua dau mdi:

- Phong An toan hé théng thong tin, sb dién thoai truc dudng day nong ho
trg téng thé cdc giai phap an toan thong tin 0888.133.359, thu dién tir:
athttt@mic.gov.vn.

! Tai vin ban canh bdo cic 16 héng nghi€ém trong (gui kém theo) va tai dia chi
https: //khongglanmang vn/canhbaoattt/, Nén tang Piéu ph01 X ly sur cO an toan thong tin
mang qudc gia (IRlab.vn) va tir cac co quan, td chirc lién quan cung cép.
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- Trung tim Ung ctu khan cép khong gian mang Viét Nam (VNCERT/CC),
dién thoai 024.3640.4421 hoiic s6 dién thoai tryc dudng ddy néng tmg clru sy ¢
0869.100.317, thu dién tr: ir@vncert.vn.

- Trung tdm Giam sat an toan khong gian mang qudc gia (NCSC), dién
thoai: 024.3209.1616 hodc sb dién thoai truc dudng day néng hd trg gidm sat,
canh bao sém 0389.942.878, thu dién ti: ais@mic.gov.vn.

Tran trong./. e

Noi nhén: KT. BQ TRUONG
IR . , THU TRUONG

- Vin phong Trung wong va cac Ban cua Dang;

- Vin phong Chu tich nudc;

- Van phong Qubc hoi va cac Uy ban cua Qubc hoi;

- Toa 4n nhan dan t6i cao;

- Vién kiém sat nhan dan t6i cao;

- Uy ban trung wong Mt trén T quoc Viét Nam;

- Co quan trung wong cua cic doan thé;

- Bo truong (dé b/c);

- Cac Thir trudng;

- Cac So Thong tin va Truyen thong cac tinh, thanh
phd trye thuge TW;

- Cac don vi chuyén trach vé cong nghé thong tin, an
toan thong tin tai cic bo, nganh

- Thanh vién mang ludi ing clu sy ¢b an toan thong
tin mang quoc gia;

- Luu: VT, CATTT.pTA.
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