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BO THONG TIN TRUYEN THONG ~ CONG HOA XA HOI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN Dic 1ap - T do - Hanh phic

Sé: Z// 55 /CATTT-NCSC Ha Ngi, ngay 02§thang/ [/ nam 2024
V/v Canh béo vé 16 hong an toan thong

tin ton tai trén san phim Oracle
WebLogic Server

Kinh gii:

- Pon vi chuyén trach vé CNTT/ATTT céc B9, co quan ngang
B0, co quan thuéc Chinh phu;

- S& Thong tin va Truyén thong cdc tinh, thanh phé truc thude
Trung wong;

- Cac Tap doan, Téng cong ty nha nudc;

- Cé4c Doanh nghiép cung cap dich vu vién thong, Internet va
nén tang so;

- Cac Tb chirc tai chinh, Ngan hang thwong mai;

- Hé théng cac don vi chuyén trach vé an toan thong tin.

Thuc hién chirc ndng gidm sit an toan thong tin trén khong gian mang, Trung
tAm Gidm sat an toan khong gian mang qudc gia (NCSC), Cuc An toan thong tin,
B6 Théng tin va Truyén thong, da phat hién va ghi nhan ma khai thic cua 16 hdng
CVE-2024-21216 cho phép dbi twong tin cong chiém quyén kiém soat Oracle
WebLogic Server. L3 héng CVE-2024-21216 duoc danh gia ¢ muc do nghiém
trong, viéc ra soat va ning cip phién ban hoic dp dung bién phap khic phuc thay
thé can duoc thuc hién ngay lap tic.

(Théng tin chi tiét xem tai Phu luc kém theo)

Nhim dam bao an toan théng tin cho hé thong thong tin ctia Quy Pon vi, gdp
phan bao dam an toan cho khong gian mang Viét Nam, Cuc An toan thong tin dé
nghi Quy Pon vi thuc hién:

1. Kiém tra, ra soat hé théng thong tin dang st dung c6 kha ning bi anh
huéng bai 16 hong an toan thong tin trén. Chu dong theo ddi cac thong tin lién
quan dén dén cac chién dich tin cong mang nhim thuc hién ngin chin sém, tranh
nguy co bi tin cong.

2. Ting cudng gidm sat va san sang phwong 4n xiu 1y khi phét hién c6
dAu hiéu bi khai thic, tn c6ng mang; ddng thoi thudmg xuyén theo ddi kénh canh
béo ciia cic co quan chirc ning va cic td chirc 16n vé an toan thong tin d& phat
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hién kip thoi cdc nguy co tin cong mang.

3. Giti bdo cio két qua ra soét hé thong vé Cuc An toan thong tin chim nhat
trwdc ngay 25/10/2024. Trong truong hop cén thiét cé thé lién hé diu mdi hd trg
cia Cuc An toan thong tin: Trung tdm Gidm sit an toan khéng gian mang quéc
gia, dién thoai 02432091616, thu dién tir: ncsc@ais.gov.vn.

Tran trong./.

Noi nhin: KT. CUC TRUONG
=H e , X PHO CUC TRUONG
- Thit trréng Pham Pirc Long (dé b/c); :
- Cuc A0S (B9 Cong an);

- B Tu 1énh 86 (BO Quéc phong);

- Ban Co yéu Chinh phu;

- Don vj chuyén trich vé CNTT/ATTT cua: Vin
phong Trung wong Péang; Vin phong Quéc hdi; Vin
phong Chu tich nudc; Tda 4n nhan dén téi cao; Vién
Kiém sét nhan dén tbi cao; Uy ban Trung wong Mit
trdn T qudc Viét Nam;

- Céc Cyc: Vién théng, Buru dién Trung wong;

- Trung tim VNNIC, Trung tdm Thong tin;

- Ngén hang Chinh sach xa hdi;

- Ngén hang Phat trién Viét Nam;

- Ngén hang Hop tic x3 Viét Nam,;

- Ngin hang Thwrong mai C6 phén;

- Céc cong ty C6 phian Chimg khoén;

- Céc Té chirc, doanh nghiép hoat ddng trong linh virc
thwong mai dién tir;

- Céc td chirc, doanh nghiép cung cAp dich vy trung
gian thanh todn, vi dién tir;

- Cyc trudng (dé b/c);

- Phé Cyc trudng Tran Quang Hung;

-P.ATHTTT, P.QHPT, VNCERT/CC;

-Luu: VT, NCSC.L1Q.
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Phu luc
THONG TIN CHI TIET VE LO HONG AN TOAN THONG TIN
(Kém theo Cong van 56,017 /CATTT-NCSC ngay,) )/ // /2024
cua Cuc An toan thong tin)
1. Théng tin chi tiét cac chién dich tin cong
Trung tdm Gidm sat an toan khong gian mang quéc gia, Cuc An toan thong

tin ghi nh4n thong tin lién quan dén 15 héng CVE-2024-21216 tén tai trén cac san
phim cia hang Oracle.

L3 héng CVE-2024-21216 (Piém CVSS: 9.8 — Nghiém trong) cho phép dbi
tuong tin cong khong cin xac thuc chiém quyén kiém soat Oracle WebLogic

Server.

Cu thé, 15 héng ton tai trén san phim Oracle WebLogic Server cua Oracle
Fusion Middleware (thanh phin: Core) bao goém cac phién ban 12.2.1.4.0 va
14.1.1.0.0. Db tuong tin cong c6 thé khai thac 18 héng néu c6 thé tiép can vio hd
théng mang, thong qua viéc khai thac giao thirc T3, IIOP.

Hién 15 héng d3 duoc khic phuc trong ban va méi nhét cia hing, tuy nhién
trong trwong hop chua thé cip nhat ban va ngudi ding c6 thé chin cic giao thirc
bi khai thac béi 16 hong dé giam kha ning bi anh hudng béi cac nd luc khai thac.

2. Tai liéu tham khao

https://www .tenable.com/cve/CVE-2024-21216



		2024-10-24T09:10:39+0700


		2024-10-24T08:53:46+0700




